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ABSTRACT: The vision for a cloud-native architecture capable of supporting data exchange and predictive analytics
across deployed smart health systems relies on two accepted concepts: (i) interoperability, the ability of an information
technology system or product to work with other information technology systems or products; and (ii) predictive
analytics, technology that analyzes current and historical facts to make predictions about future events. The proposed
architectural framework focuses on data governance, and in particular the aspects of provenance, privacy, and analysis
methods. A privacy-preserving approach to data classification detects and replaces sensitive information elements such
as social security numbers, addresses, or credit card numbers. The management of data exchange operations is aligned
with the requirements of the health domain data model. Predictive analytics use Explainable Artificial Intelligence
techniques to provide interpretable predictions for clinical users.

The healthcare domain is one of the sectors where the use of smart systems has been accelerated because of the
requirements imposed by the COVID-19 pandemic. Many Cloud-Native Smart Systems are designed, implemented, and
deployed on the Cloud to support different Health software applications. Such systems, although deployed in the Cloud,
do not have the ability to interact with each other owing to a lack of interoperability. Large amounts of data are collected
from different users and devices; the creation of predictive models is an important task to help detect patterns, trends,
and predict future values in health, analyzing patients' data to decide the presence of a health problem. A Cloud-Native
architecture able to perform predictive analytics in the health domain and that supports interoperability among data is
needed.

KEYWORDS: Cloud computing, Explainable Al, Healthcare, Interoperability, Predictive analytics, Explainable
Acrtificial Intelligence (XAI), Predictive Analytics in Healthcare, Healthcare Interoperability, Cloud-Native
Architectures, Smart Healthcare Systems, Clinical Decision Support Systems (CDSS), Machine Learning Model
Transparency, Health Data Integration and Standards, Scalable Cloud Computing for Healthcare, Trustworthy and Ethical
Al in Medicine.

I. INTRODUCTION

The role of digital technologies in our daily lives continues to change how we exist and interact with one another.
Smartphones, tablets, cameras, and other devices have become intelligent, and many cloud services provide and allow
access to application programming interfaces (APIs) that support the construction of smart applications. Nowadays, it is
difficult and even infeasible to think or act independently from such devices. In this context, data generated by smart
devices can now be used by multiple services that implement intelligent applications through machine learning, deep
learning, and artificial intelligence. Such a huge amount of data being generated in almost real-time can be seen as a big
opportunity for Predictive Analytics.
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There is high interest in exploring all this generated data to predict future behaviours, in an intelligence perspective.
Predictive Analytics allows predicting future behaviours based on data understanding and modelling. However, in many
cases, Predictive Models cannot be consulted directly because they are BlackBox Models, and the explanation behind
the decision is in a different dimension from the user’s actual need. There are several modelling approaches that can
automatically generate a decision but without any understanding of that same decision. Therefore, an Intelligent Analytics
perspective of analytical methods is required where the outcome of a prediction task is a prediction itself, yet the analytical
method confirming that prediction must be an understanding and interpretable model.
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Fig 1: Healthcare Interoperability in Cloud-Native Smart Systems

1.1. Background and Significance: Healthcare data are divided into various distinct domains maintained by multiple
stakeholders, resulting in interoperability challenges. Lack of standardization, disparate data models, insufficient quality
assurance, and high administrative costs restrict data sharing across systems and thus the advancement of Al-driven
applications. The data-sharing gap can be bridged through a cloud-native architecture that implements the new healthcare
interoperability standards. The EU General Data Protection Regulation dictates data provenance and governance
requirements to safeguard users' privacy.

Healthcare applications are being cloudified and transformed into microservice architectures. Recent advances in
predictive analytics are enabling new methods for improving health quality, reducing clinical costs, and enhancing
treatment decisions. Yet these techniques are seldom combined or integrated into a single cloud-based predictive analytics
platform that takes advantage of the cloud ecosystem to manage resource demands. Cherubini et al. present an explainable
Al-driven predictive analytics framework that connects distributed heterogeneous data management across multi-cloud
infrastructures by combining cloud-native microservices. The framework adopts the new interoperability standards and
enables the joint execution of multiple predictive models developed by different stakeholders across neuroinformatics,
cardiology, and other domains.

Il. BACKGROUND AND MOTIVATION

Healthcare interoperability standards provide a common framework, enabling secure and reliable data exchange.
Emerging cloud-native architectures exploit microservices deployed in public platforms, making systems extensible and
cost-effective. The Internet of Things trends—combined with processes such as remote examination, laboratory
detection, wearable devices, telemedicine, and others, generating an enormous amount of health data—favors predictive
analytics for enhanced clinical decision support. A cloud-native framework is proposed to promote health data sharing
and mining among portable, wearable, and fixed devices, enhancing intelligence and service levels. The solution aims to
help researchers collect, integrate, and share data, while providing tools to create various predictive model services,
understandable and easy to integrate into systems for detecting various health issues based on exchanged data.

Healthcare is one of the most important application areas of cloud services and big data processing. As data generation
devices, including portable devices, wearable devices, and large medical equipment (e.g., MRI, CT, X-ray), accumulate
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tremendous amounts of data, predictive analytics based on machine learning algorithms and methods for feature value
combinations supporting clinical decision support systems are booming. Healthcare cloud services are advantageous as
they are scalable, accessible anywhere and anytime, require low initial investment, facilitate collaboration, and promote
information sharing. Generally, clinical decision support services perform a combination of rules using data from several
hospitals. These systems can provide signs, recommendations, and warnings when certain symptoms are detected.

Equation 1: Data prep & feature selection: PCA (paper explicitly mentions PCA as an option)
Goal: reduce redundancy/non-informative data by projecting to principal components.

Step 1: Center the data

Let X € R™%(n samples, d features).

Compute mean p = % X

Centered data:

X.=X—1u"
Step 2: Covariance matrix
T = mx; X,

Step 3: Optimize variance of a 1D projection

We want a unit vector wmaximizing projected variance:
max Var(X,.w)
w

Projected variance:

1 1
Var(X,w) = p—r Il X.w lI?= p— 1WTXCTXCW =w'Iw
So:

max w'Iw
Iwli=1

Step 4: Lagrangian
LW,AD)=wZw—A(wTw—1)

Differentiate and set to zero:
VoL =23w—2Aw=0=3Iw = Aw

So wis an eigenvector; Ais eigenvalue.
Step 5: Multiple components
Top keigenvectors W, = [wy, ..., w, ]give projection:
Z=XW,

2.1. Healthcare Interoperability Standards: Interoperability among healthcare systems is critical to improving both
individual patient and population health outcomes in a cost-effective manner. However, a lack of successful and long-
term interoperability remains a challenge. Healthcare standards, which include the Health Level Seven (HL7) Fast
Healthcare Interoperability Resources (FHIR) for the exchange of healthcare data and the Digital Imaging and
Communications in Medicine (DICOM) for the exchange of medical images, aim to provide solutions. In-depth studies
of healthcare needs and the adoption of cloud-native architectures are paving the way for real-world interoperability.

Interoperability between medical imaging archives and electronic health records is particularly relevant for clinical care.
Successful integration would enable data and image exchange across project-compliant systems. Integrating decision-
support tools within predictive analytics platforms would enable the timely allocation of specific interventions, and the
system would provide alerts regarding emergencies or changes in the disease state of patients. Integrating clinical decision
support with predictive analytics enables a synergetic collaboration of healthcare environments and patient care
approaches.
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2.2. Cloud-Native Architectures in Healthcare: Cloud-native architectures combine distributed computing,
microservices, and containerization to offer easy-to-scalable technology at reduced costs. In a cloud-native architecture,
the application is broken down into smaller services (microservices) that can communicate through APIs. Each of the
services can be deployed, managed, and scaled independently, allowing for continuous improvement and a quick response
to changing market demands. Cloud service providers offer a number of additional benefits, like managed database
services, messaging mechanisms, orchestrated global CDN networks for content distribution, processing resources
provisioned for specific tasks, etc. CaaS (Containers as Service) offer additional abstraction where the developer can
focus merely on the development of the services and rely on the container orchestration platform to manage the
deployment. Cloud service providers offer their platforms as PaaS (Platform as Service) to go a step further and hide the
application logic of service management for even Faster API exposure.

Cloud-native architecture supports continuous iterative processes. Technologies provide a DevOps Culture, where all the
stages of software development, external testing, and deployment occur in parallel, with easy rollback for failures,
integration with continuous monitoring services, etc. Hardening of services occurs only when they become business-
critical, i.e., when demand justifies the cost of ensuring it remains operational. The native integration with predictive
analytics services enables services to quickly react to estimated spikes in demand and trigger scaling of multiple replicas
of the service behind an autoscaling group in the deployment environment.

I11. FRAMEWORK OVERVIEW

Analyze the framework, focusing on the architectural vision and data layer. The proposed architecture aligns with the
healthcare interoperability standards defined by HL7. The prediction methods presented in Section 6 can be applied to
data stored in cloud-native healthcare systems that realize these standards. The Cloud-Native Healthcare Interoperability
and Predictive Analytics Framework provides a poor glasses view of the architectural directions, interdependencies, and
interactions. Healthcare organizations, including hospitals, clinics, health and insurance companies, and laboratories,
exchange patient-centered data and diagnostic images with trust. The Cloud-Native Healthcare Interoperability and
Predictive Analytics Framework exploits a partner cloud with a high level of trust by the organizations, and it is the only
one requesting, collecting, processing, analyzing, and providing services and results to their partners.

The Cloud-Native Healthcare Interoperability and Predictive Analytics Framework comprises six core layers: a data
layer, a Cloud-Native Smart System layer, an Interoperability layer, a Predictive Analytics layer, a Visualization and
Explainability layer, and an External Connecting layer. The Cloud-Native Healthcare Interoperability and Predictive
Analytics Framework achieves trust by realizing the effective and efficient management of all sensitive data shared by
healthcare organizations. It also guarantees the privacy of patients by complying with the Family Educational Rights and
Privacy Act regulations. Data owners are responsible for data governance. As a result, data governance is treated as a
backbone activity because without quality data, the outputs of the predictive analysis processes cannot be trusted.
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Fig 2: Framework Overview of Explainable Al-Driven Predictive Analytics
3.1. Architectural Vision: A cloud-based architecture with a data provenance service creates a healthcare
interoperability ecosystem serving different predictive analytics scenarios. A microservices-based implementation
supports cloud-native approaches, such as containerization, orchestration, and automated resource management. The
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proposed structure employs the Fast Healthcare Interoperability Resources (FHIR) standard. FHIR-conformant
microservices are exposed for data management, exchange, and clinical decision support scenarios. Native predictive
analytics methods consider time-series forecasting, classification, clustering, regression, and the analysis of informative
features. A pre-processing pipeline facilitates the preparation and integration of healthcare data for each modeling
approach.

Healthcare interoperability denotes the exchange of data across healthcare systems in a semantic and usable form.
Currently, data exchanges rely on dedicated and isolated point-to-point implementations. As resources to operate and
maintain noninteroperable solutions demand continuous effort and investment, a cloud-native healthcare ecosystem
composed of several cloud-adjacent systems and services, complemented by a data provenance and analytics layer
powered by Al-based techniques, responds to this challenge. In addition to the issue of exchanging information among
systems, data provenance supplies the operation context, enabling awareness of its generation and capacity to assess its
credibility.

Example time-series forecasting (illustrative)
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3.2. Data Layer and Interoperability: The data layer should be defined based on business intelligence needs and support
semantic interoperability. The core of the proposed framework is to enable healthcare interoperability and the data layer
is essential for that. Although clinical and services data for making prediction and all the sources of clinical and business
intelligence may not be part of hospitals’ proprietary databases, these external smart data sources must be actively
consulted during the prediction process in order to ensure explainability of derived results and decision-making in health
systems. The introduction of real-time business intelligence allows to read this data on-line, but still maintaining the
business intelligence core in a proprietary environment. Exchange between environments must be performed in
accordance with HL7 FHIR standards.

Interoperability is the first class citizen in the cloud-native smart framework. Smart agents need to interact with smart
data coming from third-party organisations and institutions, and their business success relies on being able to read and
consume real-time smart data so that predictions are on top of business need. Knowing how to integrate these external
sources and how their data can be used to enrich predictions made by proprietary business databases must be defined and
governed by the organisation business model, as all this data is coming from a business value proposition that ensures
the data and services are offered in a way to be consistently and continuously consumed by these smart agents.

IV. DATA GOVERNANCE AND PRIVACY
Although the healthcare domain sees growing interest and investments in large data analyses, proper data governance
and privacy-supporting processes and techniques must lay the foundation for Cloud-Native Smart Healthcare

applications.

The data provenance delivery must fulfil the requirements for explainable Al/ML systems. Moreover, data provenance
enables the construction of data lineage — the description of the life cycle of a particular data item. Given that the lineages
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of the largest sets of data are also of primary importance, privacy-preserving techniques that are valid for single
provenance must be extended to directly support single provenance in multiple data analyses.

4.1. Data Provenance and Lineage: Provenance information describes the origin and history of data throughout its
lifecycle, while data lineage designates the flow of the information generated in each phase of data usage. In practice,
these concepts are usually considered together. Within the framework of clinical data provisioning, the focus is generally
on individuals serving different roles in the data life cycle. For a full historical perspective, it is important to determine
not only the whole period during which each person had full control of the database but also when and for how long some
aspects changed ownership, their current state, etc. Given the high turnover of people in healthcare institutions, it is likely
that several aspects of the clinical databases supporting this operation will be under the responsibility of different authors
during their use.

Large, publicly available clinical databases such as MIMIC-I11 do not include complete provenance records. Therefore,
automated historical simulation is necessary to build a comprehensive data lineage and support different queries that have
become important in the context of an increasing concern with data privacy. Privacy offers a solid theoretical foundation
for establishing data confidentiality by demanding consent for the exposure of individuals’ information, but having such
control is not feasible in practice. Therefore, only the individual with the most complete knowledge for a segment of the
process should grant or deny access to the data. A strategic partner of advanced data provisioning is a healthcare
institution that stores patients’ clinical information and individually can protect the patients’ privacy; thus, that institution
is a crucial actor in the data supply chain.

4.2. Privacy-Preserving Techniques: Privacy-preserving healthcare analytics faces several challenges related to the
recent integration and collaborations of modern hospitals. Emerging technologies like 10T, cloud computing, natural
language processing, and deep learning are essential to realizing privacy preservation in the health data-sharing process.
The interconnection between the physical and digital worlds via 10T data generates privacy and security issues that result
from attackers getting unauthorized access to sensitive user health information. The rapid gaining of public trust and
confidence in organizations like hospitals and Internet services depends on preventing abuses of sensitive data release.
Therefore, the privacy of sensitive health data is a critical aspect of health analytics during the sharing process.

An HP-DA framework based on Homomorphic Encryption, Privacy Preserving Distributed Association (PPDA), and the
Data-as-Service (DaaS) paradigm is proposed to preserve e-notes/tele-monitoring records privacy during direct data
sharing in big data analytics. A hybrid encryption model design based on encryption algorithms HIDE and PPDA for e-
notes or tele-monitoring records is also proposed to achieve e-notes/tele-monitoring records auditing, restore security and
search in cloud storage, and prevent misuse of sensitive e-notes during sharing between other users who served Analytics
as a Service (AaaS) either absolutely for free or pay nominal encrypted token charges.

Equation 2: Linear Regression (used broadly in “regression” modeling mentioned in the paper)
Model: y = XB
Objective (least squares):

JB) =y —XBI’= (- XB)T (v — XB)

Expand:
JB)=yTy—=2B"XTy+BTXTXp

Differentiate:
Vp] = —2XTy +2X"Xp

Set VB] =0:
XTXB=XTy

If X Xinvertible:

1B =XTX)"1XTy|
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V. CLOUD-NATIVE REALIZATION

Cloud-native healthcare interoperability is achieved through platform-as-a-service realization and container-based
architecture, enabling the execution of interoperable smart healthcare systems. Containerization is a software design
technique that allows the deployment of components with minimal configuration and resource overhead. A microservices
architecture breaks services into focused components, encapsulating execution. Orchestration provisions underlying
resources, scales, and configures services according to health status and workload.

Healthcare systems implemented using the proposed framework can be packaged as images—including application logic,
configuration, libraries, dependencies, and other supporting elements—on cloud platforms supporting container
orchestration. Resource management is divided into platform, infrastructure, and service layers. The platform layer offers
common services such as data storage, identity management, and notification. The underlying infrastructure layer is a
cluster of nodes that provide the execution environment for containers. The service layer enables a suite of web APIs that
orchestrate container deployment and operation, monitor resource status, and manage routing.

Regulatory Filings and
Submissions

CRIS-CTMS

Fig 3: Artificial Intelligence and Cloud-Native Computing to Clinical Research

5.1. Microservices and Containerization: Containerization and microservices are driving the move toward the cloud-
nativization of healthcare systems. The proposed framework suggests rendering data-centric services as microservices
that support healthcare-associated data preparation, data integration for predictive analytics, and predictive analytics at
the data source. Containerization enhances the usability of such services by packaging them with just-in-time resources,
runtime environment, appropriate settings, and dependencies.

The open-source Docker technology has revolutionized the development, deployment, and execution of applications. It
has made it possible to build applications more easily and fine-tune them for maximum efficiency on their destination
platform. A Docker container houses everything needed for an application to run: the runtime environment, the operating
system, application dependencies, libraries, and settings, all in a read-only file system layer. The services packaged in
such containers can run in isolation on any computer that has the Docker Engine installed. Thus, data-centric services in
the context of healthcare interoperability can be packaged as Docker images for deployment and management using any
cloud service provider that supports the Docker ecosystem. Using a template, each of the service instances can be
initialized with just-in-time resources specific to the site of deployment and can operate in a designated runtime
environment with optimized settings and dependencies.

5.2. Orchestration and Resource Management Technological trends in Cloud Computing are impacting the way
software applications are structured. The software is decomposed into microservices, each fulfilling a specific business
functionality and deployed with the underlying infrastructure. Container technologies such as Docker allow bundling the
service and its dependencies applying the same package everywhere. These containers are short-lived and have their own
lifecycle. Similar to spinning up a Virtual Machine (VM) to run a single instance of a service, containers are orchestrated
using technologies like Kubernetes. The servers can be deployed on-premise or in the Cloud, or a combination thereof,
giving a business all the configuration flexibility it needs.

The pain point of long-lived deployments is overcome as the services can be instantiated driven by business demand. The
exposing capability of the containers allows other services to consume any provided functionality. The services can be
further packaged into a public catalog to enable business composition. As the dependencies are isolated with the service,
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the service can elastically scale with business demands. These features have driven the migration of the services to the
Cloud. Instead of exposing functionality to the clients in a point-to-point fashion, a message bus can be used for better
routing. Stateful functionalities are often the bottleneck on the scaling front, so external services are often used for
caching, database, or session information.

VI. PREDICTIVE ANALYTICS METHODS

Explainable Al-Driven Predictive Analytics Framework for Healthcare Interoperability in Cloud-Native Smart Systems
Set in the context of the pandemic, one practical example of the need for this advance in healthcare interoperability
technology—namely, interaction during the COVID-19 crisis across governmental and commercial healthcare systems
in Taiwan and beyond—has emerged more clearly. Al-Driven Predictive Analytics can offer an explainable predictive
analytics method for predictive modeling with applications for healthcare clinical decision support services and for Al
enhancement of predictive analytics offers an expressiveness of the offer-building decision-support output.
Interoperability is pivotal for achieving Cloud-Native Healthcare in a Smart System. Implementation of the
Technological Interoperability for Cloud Native Microservices requires arrangements satisfying the
Security/Privacy/Provenance Governance requirements.

Today, the architecture of Cloud-Native Healthcare offers official Cloud-Native Capabilities. Building on the long history
of service-oriented architecture and service-oriented computing, a Cloud-Native application architecture is considered as
a Cloud-Native architecture. Its technical realization supports microservices realization, Docker Containerization, Cloud-
Native Orchestration on Kubernetes, and Service Mesh. Cloud-Native Smart System also enables Al-driven technology
that has transformed multiple domains. As in the case of predictive modeling using deep learning techniques, explainable
Al provides a way of explaining black-box-modeling results and therefore gaining the analysis and decisions of experts
in that domain. In the area of predictive modeling, proven ACE (Arithmetic-Computational-Expression)-Driven
Explainable Al serves the need for expressiveness when presenting the results from predictive data analysis with
application of modeling.

6.1. Data Preparation and Integration: Many machine learning solutions (especially deep learning) examine and
integrate data as black and closed boxes. To prevent the loss of the explainability of the training outcomes of predictive
analytics, these black and closed boxes should neither work as the corresponding process enablers nor contain their
content. In this perspective, the preparation and integration of data for these process enablers should be explained using
a descriptive voice.

Training datasets in smart healthcare systems typically originate from various sources using multiple hardware and
software components. Thus, they require extensive transformation to minimize the amount of non-informative and
redundant data. The three main preparation tasks are sampling, cleansing, and selection. Sampling examines the size of
the training dataset and makes comparisons with the performance metrics obtained from smaller subsets of the data.
Cleansing removes discrepancies and errors and is usually driven by the domain expert. Selection requires the selection
of attributes important for training and is based on domain knowledge, exploratory data analysis, and alternative methods
(such as PCA).

A key step in smart predictive analytics frameworks is integration, as many available data from multiple sources currently
reside in isolated silos (e.g., data lakes or warehouses). Integration should provide an easy and transparent link to
knowledge-based systems (such as clinical decision-support systems) exploiting heterogeneous knowledge sources and
automated predictive analytics training for any available dataset or combinations of datasets hosted in different storage
pools. The knowledge resources used to support integration include structured, semi-structured, and unstructured data.
An early fusion approach is employed to combine multiple feature spaces or different modalities in predictive analytics
for smart healthcare systems.

6.2. Modeling Approaches for Healthcare: Predictive modeling encompasses various techniques for predicting future
outcomes based on available data, supported by machine learning, statistics, processing power, and, more recently, large
labeled training datasets. Nevertheless, there is a tendency of practitioners to reduce predictive modeling to an ensemble
of decision trees trained over clean and well-organized tabular data. In the context of healthcare, where data are inherently
complex and may exhibit a different distribution in space and time, shaping a careful modeling strategy is important,
requiring data preparation, treatment of missingness, explanations of the predictive framework, and special considerations
when using neural networks in deployment.
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Machine learning models are commonly classified as (i) bagging, (ii) boosting, and (iii) under-boosted. Relationships
among the training samples are explicitly accounted for in bagging models. However, in the presence of temporal
relations, such as different distributions in the input variables for different time periods or completely different behaviors
for adjacent observations, bagging models typically yield less satisfactory results. Hence, predictive methods based on
the exploration and exploitation of such relations in the training set are highlighted. At the origin of the idea of boosting
lies the observation that the majority of the training samples—i.e., “the easy ones”—are correctly classified by the
bagging models. Consequently, those samples might be under-exploited for prediction. Boosting concentrates the
learning of new models on the errors made by previous ones, thus attempting to minimize the bias of the combined
ensemble. Finally, simple models trained on dissimilar parts of the feature space of the training set can also be more
difficult to optimize. A solution to this problem is to under-boost the contribution of individual models along the boosting
cycle.

Equation 3: Logistic Regression (common for clinical risk classification)
Model:

= = = = T
p(y=11x)=0(2) 1+e‘Z'Z w'x+b

Likelihood for dataset {(x;, y;)}, y; € {0,1}:

n
o, b) = [ [pa-por>
i=1

Log-likelihood:

£= [ydnp + (1 = y)In(i - p)]
i=1

Negative log-likelihood (loss):

J === [-ydnp,— (1= y)in(1 - p)
i=1

Gradient (core steps):

d
o d—z=a(1—0)

o After applying chain rule:

V] = Zn:(Pi =YX g_{? = Zn:(Pi —Yi)
i=1 i=1

VII. INTEROPERABILITY SCENARIOS

Two interoperability scenarios demonstrate the framework’s capabilities. The first scenario relates to interoperability
between disparate health information systems. A selection of information and communication technology (ICT) platforms
supporting healthcare interoperability in a real-world implementation reflects industry evolution. Platforms integrate
Diagnostic Medical images, Electronic Health Records, and Resource-Scheduling data and enable clinical decision
support.

The second scenario involves integrating multidimensional predictive outputs in a clinical decision-support system.
Statistical classifiers trained on large datasets from a multiple data-source province predict the onset of Alzheimer’s
Dementia. The trained classifiers are integrated within the cloud-native framework using RESTful web services. These
provide predictions based on users’ data at the service request. Multidimensional performance evaluation confirms the
predictability of the demand for critical resources in hospitals and healthcare infrastructures.
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7.1. Data Exchange Across Systems: A scenario has been designed for cloud-native healthcare systems that focuses on
the exchange of health records among heterogeneous cloud-native healthcare systems (CCHS) that support the Fast
Health Interoperability Resource (FHIR) standard and in which personal health records (PHR) that also support the same
standard are entrusted to personal health record service systems (PHRSS). Data from two different cloud-based CCHS is
stored in the cloud-based data warehouse, thus making it a multi-cloud and/or hybrid data warehouse. The prediction
model is deployed in the CCHS infrastructure, which will generate the required predicted data during the exchange of
health records. The CCHS infrastructure will get the predicted data from the data warehouse to enrich the health records.
The PHRSS-CCHS connection is established via the FHIR REST Operation for Data Exchange with a PHR. One CCHS
will act as the FHIR Client and the other will act as the FHIR Server. An FHIR Client makes a request to a FHIR server
using HTTP. The HTTP request specifies the FHIR REST operation to invoke, the resource(s) to interact with, and the
interaction type (Read, Create, Update, Patch, Delete, or History). The request may also include the updated resource in
the body if the interaction type is create, update, or patch. The HTTP response is returned by the server. The HTTP return
code specifies the outcome of the operation and the body contains the resource or other confirmatory information as
appropriate.

The FHIR Client and the FHIR Server use different persistent storage technologies. The Client is based on MongoDB, a
NoSQL database that offers a simple data model, and the Server stores its data in MySQL, a well-known relational
database system. The trade-off of this separation is that the Client must maintain an internal mapping of the Server’s
structured information in order to exchange data in the expected FHIR representation.

The designed scenario illustrates a cloud-native healthcare interoperability environment in which heterogeneous cloud-
native healthcare systems (CCHS) and personal health record service systems (PHRSS) exchange data using the Fast
Healthcare Interoperability Resources (FHIR) standard. In this setting, personal health records are managed by PHRSS,
while clinical data from two independent cloud-based CCHS platforms are consolidated into a cloud-based data
warehouse, resulting in a multi-cloud or hybrid data architecture. A prediction model is deployed within the CCHS
infrastructure and leverages data retrieved from the data warehouse to generate predictive insights that enrich health
records during exchange. Interoperability between PHRSS and CCHS, as well as between the two CCHS instances, is
achieved through FHIR RESTful operations over HTTP, where one CCHS assumes the role of the FHIR Client and the
other acts as the FHIR Server. The client initiates standard FHIR interactions—such as read, create, update, patch, delete,
or history—by issuing HTTP requests that specify the target resources and operations, optionally including resource
representations in the request body, while the server responds with appropriate HT TP status codes and payloads. Despite
both systems adhering to the FHIR standard, they rely on different persistence technologies: the client uses MongoDB, a
schema-flexible NoSQL database, whereas the server uses MySQL, a relational database. This heterogeneity introduces
a trade-off, requiring the client to maintain an internal mapping between its data model and the server’s structured
relational schema to ensure accurate and semantically consistent FHIR-based data exchange.
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7.2. Clinical Decision Support Integration: A real-world clinical decision support system (CDSS) can integrate
predictive analytics models from external clinical data repositories to enhance services provided by healthcare institutions
with smaller volumes of clinical data. The proposed approach also addresses requirements to ensure patient privacy
during data analysis. To serve as a demonstration organization, a Romanian hospital exposition was considered. The
small volume of locally stored data makes CDSS functionality very limited, but nearby regions can access the service.
The CDSS recently added a new predictive model for heart failure risk prediction.

To enhance service quality, the service provider partnered with a larger hospital located in another area. Using the system
for interoperability and data sharing, the CDSS incorporates the new predictive model based on Al methods from a
clinical data repository shared among a group of healthcare institutions in Romania. A secure proxy architecture is used
to preserve the privacy of patients contributing to the data repository. Any healthcare institution using smart healthcare
systems can preserve the privacy of the analyzed sensitive information while benefiting from high-quality, state-of-the-
art ML-based predictive models.

VIII. CONCLUSION

Machine learning is gaining traction in all application domains, including process analytics and healthcare. The capacity
and Al functionalities provided by cloud automata are applied for predictive and prescriptive purposes. Existing
healthcare predictive models focused on population health management are reshaped for implementation in a Cross
Industry Standard Process for Data Mining framework for Support Vector Machines and Random Forest methods. Three
clinical datasets are leveraged for model sharing, monitoring of acute distress events and 30-day hospital readmission
prevention. Healthcare interoperability—enabling disparate healthcare information systems to share and make use of
data—faces diverse challenges. Interoperability becomes essential as cloud computing-based digital infrastructures
become prevalent in the healthcare domain.

Recent advancements in cloud-native information technology are responding to many of these challenges. Medical data
are being exchanged according to the Health Level 7 and Fast Healthcare Interoperability Resources standards. A new
explainable Al-driven predictive and prescriptive analytics functionality is presented. The approach supports healthcare
interoperability by promoting the validated exchange of clinical data, improves decision making via augmented analytical
capabilities and encourages Al adoption through interpretable modelling. An end-to-end framework based on a native
cloud model, including data layer, data governance and privacy, cloud-native implementation, predictive modelling and
clinical decision support integration components, is applied to an experimental validation scenario.
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8.1. Emerging Trends: The importance of building explainable and accountable Artificial Intelligence (Al) systems is
evident. In healthcare applications, premature decisions in detection, classification, and decision support, derived from
non-human cognition, lack accountability. Institutions that develop predictive analytic models must provide justifiable
reasoning, eliminating black-box approaches and revealing the model's predictive mechanisms. Data-driven models can
be explained easily if Al supports the data-engineering stage. A generic explanation will help predict patient-related
variables and understand future resource requirements for healthcare service execution. Researchers seek data-
engineering explanation for Al models using Explainable Al (XAl).

XAl continues to attract attention due to emerging regulatory pressures and social concerns around algorithmic
accountability. Computer-vision, analytics, and natural-language-processing models support explainability. Other
machine-learning models remain black-boxes. Advanced deep-learning models—including Convolutional Neural
Networks, Recurrent Neural Networks, and Transformers—are being applied to highly structured and moderately
structured data. Simple machine-learning models, such as Classification and Regression Trees, Random-forest Decision
Trees, and Support Vector Machines, are well adopted and interpreted using Shapley Additive explanations and Local
Interpretable Model-agnostic Explanations. Local explanations examine abnormal cases. Global explanations focus on
model predictions.

Predictive-analytic explainability is examined in modeling design and algorithm choice. Unlike other engineering
verticals, data-play remains a complex task involving Multi-Source, Multi-Format, Non-Structured Data Generation and
Management by Control Systems. A versatile data-engineering model solves chaos. In data preparation and
transformation, Processing Algorithms solve data-set imbalance and enhance model performance. Label data presentation
structure and conditions simplify both XAl in models with complex internal programming and chaotic labelling. Simple
Label Data-Focus and Time-Focus-Analytic algorithms solve data chaos.
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