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ABSTRACT: The rapid adoption of cloud-native development has increased software delivery speed while 

simultaneously introducing complex security challenges across containers, microservices, APIs, infrastructure-as-code, 

dependencies, and continuous integration and continuous deployment pipelines. Conventional vulnerability 

management approaches often depend on periodic scanning, manually interpreted findings, and fragmented security 

tools, creating delays between vulnerability discovery, prioritization, remediation, and verification. Large Language 

Models (LLMs) offer opportunities to enhance DevSecOps by interpreting security findings, correlating vulnerability 

information with application context, generating remediation recommendations, assisting developers with secure code 

changes, and automating repetitive security workflows. This paper examines the integration of LLM capabilities with 

cloud-native security practices to accelerate vulnerability management throughout the software development lifecycle. 

The proposed approach combines continuous security monitoring, automated vulnerability classification, contextual 

risk prioritization, LLM-assisted remediation, policy enforcement, and automated verification within DevSecOps 

pipelines. The research methodology uses a structured literature review, conceptual architecture development, scenario-

based experimentation, and quantitative evaluation. Key evaluation dimensions include vulnerability detection 

accuracy, prioritization quality, remediation time, false-positive reduction, developer effort, pipeline performance, and 

remediation verification accuracy. The study also addresses security risks associated with LLM adoption, including 

hallucinations, prompt injection, insecure generated code, data leakage, and excessive automation. The research 

positions LLMs as controlled intelligence components within cloud-native security architectures rather than 

unrestricted autonomous decision-makers. 
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I. INTRODUCTION 

 

Cloud-native software engineering has transformed the way organizations design, develop, deploy, and maintain digital 

applications. Microservices, containers, Kubernetes-based orchestration, serverless computing, infrastructure-as-code, 

and automated CI/CD pipelines enable development teams to release software rapidly and operate services at large 

scale. However, this acceleration also creates a continuously changing security environment. Applications may contain 

open-source dependencies with known vulnerabilities, container images may include outdated packages, infrastructure 

configurations may introduce security weaknesses, and APIs may expose unintended attack surfaces. The distributed 

nature of cloud-native environments further complicates vulnerability management because security findings are 

generated by numerous tools operating at different stages of the software lifecycle. Consequently, organizations must 

not only identify vulnerabilities but also determine which findings require immediate attention, understand their 

operational context, recommend appropriate remediation, and verify that fixes have been successfully implemented. 

 

DevSecOps addresses this challenge by integrating security into development and operations rather than treating 

security as a final-stage assessment. However, simply inserting additional security scanners into development pipelines 

can generate large numbers of alerts and increase the workload of developers and security teams. Large Language 

Models provide an emerging mechanism for improving the interpretation and orchestration of these security processes. 

LLMs can process vulnerability descriptions, source-code context, configuration files, dependency information, scanner 

output, and remediation documentation to generate contextual explanations and potential corrective actions. When 

integrated into a cloud-native DevSecOps pipeline, an LLM can assist with vulnerability triage, prioritize findings 

according to technical and application context, explain security weaknesses in developer-oriented language, generate 
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candidate remediation patches, and support post-remediation verification. Such capabilities may reduce the time 

required to move from vulnerability discovery to corrective action. At the same time, LLM-generated recommendations 

cannot automatically be assumed to be correct or secure. Hallucinated explanations, incorrect code modifications, 

prompt injection, sensitive-data exposure, and excessive privileges can create additional risks. Therefore, LLM 

integration requires controlled access, validation mechanisms, secure prompts, policy enforcement, human review for 

high-impact changes, and continuous testing. This study investigates how LLMs can be incorporated into cloud-native 

DevSecOps architectures to accelerate vulnerability management while maintaining security, reliability, traceability, 

and governance. 

 

II. LITERATURE REVIEW 

 

Existing research on DevSecOps emphasizes the integration of security activities throughout the software development 

lifecycle. Traditional software security approaches often perform vulnerability assessment near the end of development, 

which can result in expensive remediation and delays in deployment. DevSecOps instead incorporates practices such as 

static application security testing, dynamic application security testing, software composition analysis, secret detection, 

container scanning, infrastructure-as-code analysis, and runtime monitoring directly into development and deployment 

pipelines. The literature indicates that this shift can improve early vulnerability detection and promote shared 

responsibility between development, operations, and security teams. Nevertheless, continuous scanning introduces its 

own challenges. Large organizations may generate thousands of findings from multiple tools, with substantial variation 

in severity, confidence, exploitability, and business relevance. Researchers have therefore emphasized vulnerability 

prioritization and risk-based approaches that consider factors beyond scanner severity. Application exposure, asset 

criticality, exploit availability, dependency reachability, and compensating controls can influence the practical 

importance of individual findings. These observations establish the need for intelligent mechanisms capable of 

transforming raw security alerts into actionable development tasks. 

 

Research into artificial intelligence for software engineering has expanded the potential for automated security analysis. 

Machine-learning techniques have been investigated for vulnerability detection, malware classification, anomaly 

detection, code analysis, and prediction of security defects. The emergence of LLMs has broadened this field because 

these models can interpret natural language and programming languages within a common framework. Studies have 

examined their ability to identify insecure coding patterns, explain vulnerabilities, generate secure code, create test 

cases, summarize security reports, and assist developers in understanding complex security concepts. LLMs can 

potentially reduce the communication gap between security specialists and software developers by translating technical 

vulnerability descriptions into contextual remediation guidance. They can also combine information from multiple 

sources, such as a scanner finding, a code fragment, a dependency manifest, and deployment configuration. However, 

the literature also identifies important limitations. LLMs may produce plausible but incorrect explanations, fail to 

recognize subtle vulnerabilities, generate insecure fixes, or introduce functional regressions. Their performance may 

vary according to programming language, vulnerability type, context length, and prompt design. Accordingly, LLMs 

are increasingly viewed as assistance mechanisms requiring validation rather than as authoritative security analysis 

systems. 

 

Cloud-native security research provides another important foundation for this study. Cloud-native applications rely on 

dynamically provisioned infrastructure, ephemeral containers, service-to-service communication, centralized 

orchestration, and automated configuration. Security therefore extends across the entire software supply chain, 

including source repositories, dependencies, build systems, container registries, orchestration platforms, deployment 

manifests, and runtime services. Software supply-chain security research has emphasized the importance of dependency 

transparency, provenance, artifact integrity, vulnerability monitoring, and secure build processes. Infrastructure-as-code 

security similarly focuses on identifying insecure configurations before deployment. Runtime security complements 

these approaches by monitoring actual workloads for anomalous or malicious behavior. Integrating these security layers 

into an LLM-assisted DevSecOps architecture creates opportunities for contextual vulnerability management. Instead 

of treating each alert independently, an intelligent system could correlate findings across source code, dependencies, 

container images, infrastructure configurations, and runtime observations. However, the literature indicates that such 

integration must account for data confidentiality, access control, model security, auditability, and the possibility that 

adversaries could deliberately manipulate inputs provided to AI systems. 

 

III. RESEARCH METHODOLOGY 
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The study adopts a design-science and experimental research methodology to investigate the effectiveness of LLM-

assisted vulnerability management within cloud-native DevSecOps environments. The first phase involves a structured 

review of academic literature, technical standards, cloud-security frameworks, software-security research, and 

documented approaches to LLM-based software engineering. The review focuses on five interconnected areas: 

DevSecOps automation, vulnerability management, cloud-native security, LLM-assisted programming, and software 

supply-chain security. Literature is categorized according to vulnerability detection, vulnerability prioritization, 

remediation generation, security validation, and operational governance. The review identifies existing limitations in 

conventional vulnerability management, particularly alert overload, contextual prioritization difficulties, fragmented 

security tooling, developer remediation effort, and delays between detection and verification. It also identifies the 

principal risks associated with using LLMs in security workflows, including hallucination, insecure code generation, 

prompt injection, data leakage, model manipulation, and unauthorized actions. Findings from this stage are used to 

establish the requirements of an LLM-assisted vulnerability management architecture. The architecture is designed 

around the principle that the LLM should enhance interpretation and decision support while deterministic security tools 

and explicit organizational policies remain responsible for authoritative validation and enforcement. 

 

The second phase develops the proposed experimental architecture within a representative cloud-native DevSecOps 

pipeline. The environment consists of source-code repositories, automated CI/CD pipelines, software composition 

analysis, static security analysis, container-image scanning, infrastructure-as-code scanning, dependency monitoring, 

and cloud-runtime telemetry. Security findings generated by these components are normalized into a common 

vulnerability representation containing information such as affected component, vulnerability identifier, severity, 

exploitability indicators, dependency relationship, application context, and remediation status. An LLM-based analysis 

component receives only the contextual information required for its assigned task and produces structured outputs 

rather than unrestricted natural-language instructions. These outputs may include vulnerability explanations, contextual 

priority recommendations, candidate remediation strategies, developer-oriented descriptions, and proposed code or 

configuration changes. A policy engine validates whether the proposed action is permissible. Low-risk explanatory 

tasks can be performed automatically, whereas code modifications, dependency upgrades, configuration changes, or 

deployment actions are subjected to automated testing and, where appropriate, human approval. Generated patches are 

evaluated through static analysis, unit tests, integration tests, security regression tests, and subsequent vulnerability 

scans. This architecture creates a closed feedback loop in which vulnerability discovery leads to contextual analysis, 

remediation generation, validation, and verification. The system also records the original finding, LLM input context, 

generated recommendation, validation outcome, human decision where applicable, and final remediation state to 

maintain traceability. 

 

 
 

Fig.1.Enhancing DevSecOps practice with Large Language Models and Security Chaos Engineering 
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The third phase evaluates the proposed approach through controlled vulnerability-management scenarios. A baseline 

DevSecOps configuration using conventional scanning, rule-based prioritization, and developer-led remediation is 

compared with an LLM-assisted configuration under equivalent workloads. The experimental dataset can contain 

representative vulnerabilities covering insecure source-code patterns, vulnerable dependencies, container packages, 

exposed secrets, infrastructure misconfigurations, and insecure cloud-native deployment settings. Scenarios are 

designed to represent both straightforward and context-dependent findings because the value of an LLM is expected to 

be greater where multiple pieces of technical information must be interpreted together. Primary quantitative measures 

include mean time from vulnerability discovery to triage, mean time to remediation, remediation verification time, 

false-positive rate, false-negative rate, vulnerability prioritization consistency, and developer intervention frequency. 

Additional measurements assess the quality of generated remediation proposals through acceptance rate, security-test 

success, functional-test success, regression frequency, and the percentage of proposed fixes requiring substantial 

manual modification. Pipeline overhead is also measured to determine whether LLM-based analysis introduces 

unacceptable delays into continuous delivery. For prioritization experiments, rankings generated from contextual 

information can be compared with expert-established classifications without treating the model as an independent 

security authority. Human reviewers assess whether explanations accurately describe vulnerabilities and whether 

suggested remediation addresses the underlying security condition. Multiple experimental runs are performed to reduce 

the influence of individual test cases and identify recurring patterns. 

 

The fourth phase examines security, governance, and reliability risks associated with LLM-assisted vulnerability 

management and integrates the findings into the final evaluation. Adversarial experiments test whether manipulated 

source-code comments, malicious repository content, crafted vulnerability descriptions, or untrusted external 

documentation can influence model behavior through prompt injection or indirect instruction attacks. Data-handling 

experiments evaluate whether confidential source code, credentials, architectural information, or proprietary 

configuration could be unnecessarily exposed to the model. Generated remediation is tested for insecure changes, 

incomplete fixes, dependency regressions, and functional degradation. The methodology also evaluates authorization 

boundaries by determining whether the LLM can directly execute security-sensitive actions or whether all 

consequential operations are mediated by deterministic policy controls. Results are analyzed using descriptive statistics 

and appropriate comparative tests where the experimental design supports them. The final framework therefore 

evaluates not only acceleration but also correctness, security, governance, and operational reliability. The expected 

outcome is a controlled model in which LLMs function as intelligent assistants for vulnerability interpretation, 

prioritization, remediation support, and workflow orchestration, while scanners, testing systems, policy engines, and 

human security professionals provide independent validation. This methodology enables the research to determine the 

conditions under which LLM integration can reduce vulnerability-management effort and remediation delays without 

introducing unacceptable security or operational risks. 

 

IV. RESULTS AND DISCUSSION 

 

The integration of Large Language Models (LLMs) into DevSecOps demonstrates strong potential for accelerating 

vulnerability management across the software development lifecycle. Traditional vulnerability management frequently 

involves multiple disconnected activities, including source-code scanning, dependency analysis, container image 

assessment, infrastructure-as-code validation, vulnerability prioritization, remediation, and security verification. LLM-

assisted DevSecOps can connect these activities through an intelligent automation layer capable of interpreting 

vulnerability findings, source-code context, configuration information, and remediation requirements. The resulting 

workflow enables security information to be transformed into actionable development tasks rather than simply 

generating large volumes of alerts. LLMs can summarize vulnerability descriptions, explain affected code paths, 

identify potentially vulnerable dependencies, generate remediation suggestions, and assist developers in understanding 

security findings in application-specific language. This can reduce the cognitive burden associated with interpreting 

security reports and help development teams address vulnerabilities earlier in the software lifecycle. Integration with 

cloud-native security tools further enables continuous analysis of containers, Kubernetes configurations, cloud 

resources, APIs, and infrastructure-as-code templates. A key result of this approach is the movement from periodic 

vulnerability assessment toward continuous vulnerability management. Security checks can be embedded directly into 

source-code repositories, pull requests, build pipelines, container registries, and deployment workflows. Consequently, 

vulnerabilities can be detected closer to the point at which they are introduced, potentially reducing remediation effort 

and preventing insecure artifacts from reaching production. However, LLM-generated recommendations must be 

validated because language models can produce incomplete, inappropriate, or technically incorrect remediation 
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guidance. Therefore, LLMs should function as an intelligent assistance and orchestration layer supported by 

deterministic security scanners and established security policies rather than replacing conventional security controls. 

 

A further outcome is improved vulnerability prioritization through contextual analysis. Conventional vulnerability 

management often relies heavily on severity scores and standardized vulnerability databases. Although these scores are 

useful, they may not adequately represent the actual risk of a vulnerability within a particular application or cloud 

environment. An LLM-enabled platform can combine vulnerability metadata with application context, dependency 

relationships, asset criticality, exposure information, exploit availability, deployment configuration, and business 

requirements. For example, two vulnerabilities with similar standardized severity may require different remediation 

priorities if one affects an internet-facing authentication service while the other occurs in an isolated development 

component. By interpreting multiple sources of contextual information, the proposed approach can help security teams 

distinguish between vulnerabilities requiring immediate investigation and those that can be addressed through routine 

maintenance. LLMs can also generate structured remediation tickets containing the vulnerability description, affected 

component, potential impact, recommended action, testing requirements, and references to relevant security controls. 

This improves communication between security engineers, developers, and operations teams. In cloud-native 

environments, the same approach can be extended to infrastructure-as-code and deployment configurations. An 

intelligent security assistant can identify excessive permissions, insecure network exposure, weak container 

configurations, exposed secrets, outdated packages, or unsafe Kubernetes settings and provide context-specific 

remediation guidance. Automated pull-request generation can further reduce the time required to implement relatively 

straightforward fixes. Nevertheless, automation should incorporate testing and approval gates. Automatically 

modifying dependencies, permissions, authentication mechanisms, or production configurations without verification 

can create secondary vulnerabilities or service disruptions. Therefore, the results support a human-supervised 

automation model in which LLMs accelerate analysis and remediation while deterministic scanners, unit tests, 

integration tests, policy engines, and security gates validate the resulting changes. 

 

The third major result concerns the integration of LLM-based security automation with cloud-native DevSecOps 

architectures. Cloud-native applications are highly dynamic, frequently changing through automated deployment 

pipelines, ephemeral containers, microservices, APIs, and infrastructure-as-code. Static security processes can struggle 

to maintain visibility in such environments because infrastructure and application states may change rapidly. LLM-

assisted automation provides an additional reasoning layer capable of interpreting security events across development, 

deployment, and runtime environments. A vulnerability detected in a source-code dependency can be connected to the 

corresponding container image, deployment manifest, cloud workload, and production service. This creates an end-to-

end vulnerability management chain from code introduction to runtime exposure. Security teams can consequently 

investigate vulnerabilities according to their actual deployment context rather than treating individual scanner findings 

as isolated events. The approach also supports automated compliance documentation because LLMs can summarize 

security evidence and map technical findings to organizational security policies and regulatory controls. Despite these 

benefits, several limitations must be considered. LLMs may hallucinate package information, misunderstand code 

dependencies, generate insecure code, or incorrectly interpret security policies. Sensitive source code and infrastructure 

information also introduces privacy and confidentiality concerns when external model services are used. Organizations 

therefore require secure model deployment strategies, access controls, data classification, prompt protection, output 

validation, audit logging, and mechanisms for preventing confidential information from being unintentionally exposed. 

Overall, the results indicate that LLMs can significantly enhance DevSecOps vulnerability management when 

combined with established security scanners and cloud-native controls. The most appropriate role for LLMs is not as an 

independent security authority but as an intelligent coordination and reasoning mechanism that helps security and 

development teams understand findings, prioritize remediation, generate secure implementation guidance, and 

continuously improve vulnerability-management workflows. 

 

V. CONCLUSION 

 

Accelerated DevSecOps automation through Large Language Models and cloud-native security provides a practical 

pathway for improving the speed, scalability, and contextual quality of vulnerability management. The traditional 

security model often separates development, security assessment, deployment, and runtime monitoring into different 

operational stages. This separation can create delays between vulnerability discovery and remediation, particularly 

when development teams receive large numbers of security findings without sufficient contextual information. LLM-

assisted DevSecOps addresses this challenge by providing an intelligent interface between security data and 

engineering workflows. The model can interpret vulnerability reports, analyze source-code context, summarize 
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technical risks, generate remediation recommendations, create structured development tasks, and assist with validation 

activities. When integrated with cloud-native security technologies, these capabilities can operate continuously 

throughout the software supply chain. Security analysis can therefore begin during coding and continue through 

dependency management, build processes, container creation, infrastructure provisioning, deployment, and runtime 

monitoring. This continuous model supports the principle of shifting security left while simultaneously maintaining 

security controls at later stages of the delivery pipeline. The study further indicates that LLMs are particularly valuable 

in reducing the interpretation gap between security tools and software engineers. Rather than requiring developers to 

interpret complex vulnerability identifiers and lengthy security reports independently, an LLM can translate findings 

into application-specific explanations and actionable remediation steps. This can support more efficient collaboration 

between development and security teams. However, the technology should be regarded as an augmentation mechanism 

rather than a replacement for established security practices. Deterministic scanners, software composition analysis, 

static and dynamic application security testing, container scanning, infrastructure-as-code validation, policy 

enforcement, and runtime protection remain essential components of a trustworthy DevSecOps architecture. 

 

The overall conclusion is that the greatest value of LLM-enabled vulnerability management comes from combining 

intelligent reasoning with deterministic security enforcement. LLMs are effective at processing unstructured 

information, explaining complex findings, generating development-oriented recommendations, and coordinating 

information across multiple security systems. Conventional security tools, in contrast, provide repeatable detection and 

policy enforcement based on established rules and vulnerability intelligence. Combining both capabilities creates a 

layered security architecture in which the LLM assists with interpretation and orchestration while independent controls 

verify technical correctness. This distinction is particularly important because an incorrect LLM recommendation can 

introduce additional security weaknesses if it is implemented without validation. Consequently, automated remediation 

should be categorized according to risk. Low-risk changes, such as updating a verified vulnerable dependency to a 

compatible patched version, may be candidates for automated pull requests and testing. Changes involving 

authentication, authorization, network exposure, secrets, or production infrastructure should generally receive stronger 

validation and appropriate human review. Security organizations should also implement strict controls around model 

access, sensitive information, logging, prompt handling, model provenance, and generated-code validation. Evaluation 

should measure not only automation speed but also remediation accuracy, false-positive reduction, vulnerability 

recurrence, developer acceptance, pipeline performance, and the frequency of incorrect recommendations. In this 

context, accelerated DevSecOps is not simply about making security processes faster; it is about creating a continuous 

security feedback mechanism in which vulnerabilities are detected, interpreted, prioritized, remediated, tested, and 

monitored throughout the application lifecycle. The combination of LLMs and cloud-native security therefore 

represents an important development in automated vulnerability management, provided that autonomy is governed by 

security policies, independent verification, least-privilege principles, and accountable human oversight. 

 

VI. FUTURE WORK 

 

Future research should focus on developing reliable LLM-based security agents capable of operating across the 

complete DevSecOps lifecycle while maintaining strong security and accuracy guarantees. One important direction is 

the development of domain-specific models trained or adapted for secure software engineering, vulnerability analysis, 

cloud infrastructure, Kubernetes security, and infrastructure-as-code. Such models could provide more technically 

precise recommendations than general-purpose language models. Future systems could also combine retrieval-

augmented generation with authoritative vulnerability databases, software inventories, security policies, vendor 

advisories, and internal architecture documentation. This would reduce reliance on model memory and provide 

traceable evidence for generated recommendations. Another research area is automated vulnerability remediation 

through controlled pull requests. Future systems could identify a vulnerable dependency, generate a proposed update, 

modify associated configuration files, execute security and functional tests, and submit the change for approval. 

Research should evaluate how reliably such systems can distinguish safe automated changes from modifications 

requiring human review. 

 

Further work should investigate the security and governance of LLM-enabled DevSecOps platforms. Research is 

required into prompt injection, malicious repository content, poisoned documentation, insecure generated code, model 

manipulation, sensitive-information leakage, and attacks against autonomous security agents. Future architectures could 

employ multiple specialized agents, with separate agents responsible for vulnerability detection, contextual risk 

analysis, remediation generation, testing, and security validation. Independent verification agents could assess whether 

generated fixes actually eliminate vulnerabilities without introducing new weaknesses. Another important direction is 
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the development of standardized evaluation datasets and benchmarks for measuring LLM performance in real-world 

vulnerability-management scenarios. These benchmarks should evaluate remediation correctness, exploitability 

interpretation, false-positive handling, secure coding quality, cloud-configuration accuracy, and the ability to preserve 

application functionality after automated changes. Ultimately, future DevSecOps platforms should combine LLM 

reasoning, authoritative security intelligence, deterministic scanning, automated testing, policy enforcement, and 

human governance into a secure and auditable workflow. This would enable organizations to achieve greater 

automation while maintaining the reliability and accountability required for enterprise cybersecurity. 
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